TECHNICAL PARAMETERS FOR PORTAL ACCESS
Minimum Requirements to access the site:-
1. Computer with Windows 2000 or higher Operating System.
2. Internet Explorer version 5.5 or above.
3. Legally valid Digital Signature Certificate (DSC).
4. Internet Connection.
Your computer should avail all the rights of Admin log-in
Process for the eToken Driver Installation from www.nprocure.com

For E-Bid submission, vendors shall have to install e token drivers in local PC
as shown below:

Step-1- Open www.nprocure.com

Step-2-Click on “Resources” link which appears on the top and the following
screen will be there.

:Resources

you can find all the resources related to Digital Signatures and documentation also we have listed out som
s the important links that will help in the process of understanding Public Key infrastructure Technolooy as we
Cabout Digital Signatures.

= White Papers
w AN Introduction to Creptography and Digital Signatures 2.0

» Digital Signatures Best Practicce for e-Business

Howe Securing Digital Identities & Infarmation Can Help Transfarrr

" “our Business

= Link to Important Sites

wo httprennnne entrust.coms
»o hitpfeonnne coagov.ing
w»  htpheaseer plifarum.oargl

= Download Drivers

w Driver for eToken
w LHility for eToken

|»

é & Trusted sites




Step-3-Now click on “Driver for e-token” from the “Download Drivers” link and
following screen will be there

File Download | > |

Do youwu want to open or sawe thas bhle™?

E Mame: eToken-Driver.zip
Typse: WWinRAR ZIF archive, 4.05 ME

From: wivows, ncodesaolutions. com

[ Open ] [ Save ] r --------- Cancel ]

Hlpaps aszk before opening this bppe of File

harm pour computer. |f pou do Aok trust the source, do not open or

@ wwrhile Files from the Intermet can be useful. some files can potentiallys
sawe this file. »what’s the risk™?

Now “save” the above file and Run on your local PC

FAQ Section of site

If Vendors have any doubts or queries regarding ‘nprocure’ site or system
requirements, kindly follow the below steps.

Step-1—Open www.nprocure.com

Step-2-Click on “FAQs” link from the top and the following screen will appear.

Procurement at itts best

FAQ-E-Tendering

' This FAQ section answers all your guestions, whether they are related to the E-Tendering or on-l
. participation, its benefits, applications, registration or any technical question vou may have. If this sect
Ddoesn't answer your questions please feel free to contact on Toll Free Number: 1-800-233-1010
: Helpdesk on +91-079-26857316 /17 / 18 Email: npraocure@gnyfc. net

System requirements / Checklist for e-tendering through wiww . nprocure coin
Steps to add the nprocure site{s) as a Trusted Site in "WINDOWS 20007
Steps to add the nprocure site{s) as a Trusted Site in "WINDOWS XP™

How can | update my Profile / Set Preference / Change Password?

< Why Digital Signature Certificate is required to participate in online Tendering?

« How can | get digital signature certificate?

« What are the basic requirements to participate in any On-line tender?

* How can | get registered my self on www.nprocure.com of How can | active miy account?
~ How can | edit / rebid any tender?

« How can |l reply  answer any E-notice?



From the above screen, vendor can also verify the system requirements or how
to add nprocure site as a trusted site.

Process for Checking Browser Settings of Local PC

At times vendors may have to check their local PC settings of the Browser.
Following steps may be taken to check all the Browser Settings.

Step-1- Right click on Internet Explorer icon of your local PC’s desktop.

Open Home Page

Create Shorkcut
Delete
Rename

Properties

— r - = - - = - = "
:2 start Inbo .. B RE: V... Iy mMinirn. .. R (miPro... O Docum, . B USER ... =

Now click on “Properties” of the Internet Explorer icon, following screen will
appear.



Internet Properties

General |Securit_l,l Privacy || Content | Connections | Programs | Adwvanced

Home page
% You can change which page to use for wour home page.

Address: about:blank, |

Ilze Default ][ I1ze Blank, ]

Temporary Internet files

o Pages you view on the Intermet are stored in a special folder
@& Y for quick viewing later,

[Delete I:::u:uk_ies...] [ Delete Files. .. ] [ Settings...

Hiztary

The History folder containz links to pages pou've vizited, for
quick access to recently viewed pages.

Dayz to keep pages in higtany: |EI - | [ Clear Hiztory ]

[ Colors. .. ] [ Fonts... ] [ Languages... ] [.-i'-.ccgssil:uilit_l,l...]

[ Q. l[ Cancel ]

In the above screen, on clicking “Security” option, following screen will
appear.



Internet Properties

General | Security |F'ri~.feu:_l,I Content | Connections | Programs | Adwvanced

Select a'web content zone to specify itz zecurnity settings.

® ©@ 0 @

r|h-rru-r Local intranet Truzted sites Festicted
zites

Internet

Thiz zone containg all ‘Web zites you

haven't placed in ather 2ones
Securnty level for thiz zone

Custom
Custom settings.
- To change the settings, click Custom Lewvel.
- To uzge the recommended zettings, click Default Level.

[ Cugtom Lewvel... ] [ Default Level

[ Q. l[ Cancel ]

In the above screen, click on “Custom Level” option given in the security

option and the following screen will appear.

“Enable” all ActiveX Controls and Plug-ins and “Disable” Pop-up blocker as

shown in the screens below.



Security Settings

Settings:

MNET Framewaork-reliant components
% Run components nok signed with Authenticode
) Disable B
{*) Enable
) Prompt
% Run companents signed wikh Authenticode
) Disahle
(%) Enable
D Prompk
@ Activer controls and plug-ins
@ Automatic prompting For Activer conkrols
) Disable
(¥} Enable
@ Binaty and scripk behaviors
) Administrator approved
i) Disable
{*) Enable B
@ Download signed Ackiver contrals
i) Disable
(%) Enable
) Prompt
@ Download unsigned Ackivel cankrals
i) Disable
(%) Enable
) Prompt

|y . . . . . -

@ Initialize and script Ackivel controls not marked as safe &
) Disable |
(%) Enable
{:} Prampk

@ Run Activel contrals and plug-ins o
) Administrator approved
) Disahle
(%) Enable
{:!' Prampk

@ Scripk Activer conkrals marked safe for scripting
) Disable
{*) Enable

) Prompt

|3

|3 /%

=" -




@ Access daka sources across domains -
(%) Disable
) Enable
{:} Prompk
&] allow META REFRESH
) Disable
{*) Enable
@ Allaw scripking of Inkernet Explarer Webbrowser conkre
(%) Disable
) Enable
@ Allow script-initiaked windows without size or position o
(¥} Disable
i) Enable
T fee . e ' . ' ..
@ Dowenloads s
@ Automatic prompting For file downloads
{(¥) Disable
i) Enable
@ File download
) Disable
%) Enable
[#% Font download
) Disable
%) Enable
{:} Prampk
&1 Miscellaneous
&) Acress data sources across domains -
(%) Disable
) Enable
{:} Prampk
&] allow META REFRESH
i) Disable
(%) Enable
@ Allow scripting of Inkernet Explorer Webbrowser conkre
(%) Disable
) Enable
@ Allaw scripk-initiated windows withouk size or position o
(%) Disable
m?Er.l..a.hlle . e
@ Allow \eb pages ko use restricked protocals For ackive A
) Disahle
) Enable
G} Prampk
@ Display mixed content
) Disable
) Enable
{}} Prompk
@ Don't prompt: For client certificate selection when no cel
(%) Disable
) Enable
@ Drag and drop of copy and paste files

(%) Disable




i) Enable
) Prompt
&) Installation of deskbop items
) Disable
) Enable
%) Prompt
@ Launching programs and Files in an IFRLAME
) Disable
) Enable
G} Prampk
&) Mavigate sub-frames across different domains
) Disable

%) Enable

{:} Prampk
@ Cpen files based on conkent, not file extension
) Disable
{*) Enable
& software channel permissions
) High safety
) Low safety
(%) Medium safety
@ Submit nonencrypted form data
) Disable
(¥} Enable
{:} Prampk
@ Use Pop-up Blocker
Disable
i) Enable
@ Userdata persistence
) Disable
{*) Enable
@ eb sites in less privileged web conkent zone can navis
i) Disable
{*) Enable
) Prompt

= -




Scripking ~
Ackive scripbing
) Disable
(%) Enable
{:} Prampk
Allow paste operations via scripk
) Disable
(%) Enable
{:} Prompk
Scripting of Java applets
) Disable
(¥} Enable
) Prompt
ﬁ Ilzer Authentication
ﬁ Logon
) Anonymous logon
%) Aukomatic logon only in Intranet zone
) Aukomatic logon with current username and passwva

) Prompt For user name and password 3

£ *

Reset custom settings

[ Ok l[ Cancel ]

After verifying all the above security parameters just click on “OK” button.

Pop-up Blocker Settings for the www.nprocure.com

Turn off “Pop-up blocker” from Internet Explorer/Yahoo Toolbar/Google
Toolbar/etc. (if available)

Windows XP:

(i) Internet Explorer - Tools—> Pop-up Blocker - Turn off “Pop-up blocker”
(ii) Internet Explorer > Tools - Internet Options [ Security Custom Level
Use Pop-up Blocker-> Disable



